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Abstract

The study of data poisoning suggests ways bad actors can manipulate the training data of

neural networks to sabotage the network’s performance, as well as methods to defend against

such attacks. Recently, data poisoning has been a means to fight back against artwork being

used as training data against artists’ permission. At the same time, there is a push to improve

the availability of deep learning, which is currently lacking due to the high amount of resources

required. Parameter-efficient fine-tuning methods (PEFT) allow users to adapt deep learning

models for novel purposes, while attempting to minimise the computational power and memory

required. In this project, we investigate how the process of LoRA, a parameter-efficient fine-

tuning method, affects a model when the data provided is malformed, and how it can be used

as a means of adversarial attack. In doing this, we find that successful poisoning of a chosen

concept takes a shockingly low number of samples at the most basic level. Furthermore, the

effects of the poison are far-reaching, even bleeding through to neighbouring concepts. We

also suggest ways in how this can be applied, and discuss the potential risks and ethical issues

surrounding this technique.
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Chapter 1

Introduction

Image generation using machine learning has been studied extensively in the recent decade [28,

51, 52], but only in early 2022 did this concept begin to reach the mainstream. The quality of

images generated by deep neural networks have reached the point where they can be indistin-

guishable from genuine photographs and human-drawn art. This is seen with the introduction

of open-source latent diffusion models such as Stable Diffusion [15] and other models being

offered as a service being developed by tech giants such as DALL-E [2], Midjourney [12] and

Imagen [6]. Day by day, groundbreaking advances such as Sora [14], a text-to-video generative

model by OpenAI show us the sheer speed that the field of generative AI is advancing.

As the concept of text-to-image generation reaches the public, there is a push to focus on

the ethics of gathering data to train these models, with accusations of these businesses ignoring

artists’ request to not be included in their training datasets. Artists have decided to fight

back, using data poisoning as a last resort against these models using their work [33, 57]. Data

poisoning is broadly referred to when erroneous or malicious data is introduced in the training

of a model, usually in a deliberate attempt to sabotage the model’s functions and performance.

Diffusion models are used for a wide variety of tasks [29], ranging from fashion [41] to web

development [3]. However, with the large amount of resources required to train a generative

model from scratch, this introduces a sizeable limitation on the potential that this technology

brings. Furthermore, the carbon footprint [34] left by these activities should also be considered.

Due to this, an area that is rapidly developing is the research of how to improve the performance

and efficiency of deep neural networks. With these limitations in mind, when a diffusion model

is needed for a certain purpose, the approach is to adapt an existing model’s parameters to

fit with new, more specific requirements. This process is called fine-tuning [38]. While this
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is much more resource efficient than training the model from scratch, the number of weights

adjusted and therefore the scale of the model remains the same.

In light of this, Microsoft researchers Hi. et. al. introduced a novel way of fine-tuning large

language models that greatly reduces the number of training parameters and GPU memory

required [38]. LoRA allows larger models such as GPT-3 [23] and GPT-4[47] to be effectively

fine-tuned by only adjusting a small subset of the parameters of the model, namely the lower-

rank matrices. Due to the lower barriers to entry, this method has become popular among

independent creators looking to use generative diffusion models for their own purposes such as

AI art[10]. The main risk factors of LoRA arise from the high availability and accessibility of

this technique, with more users beginning to use LoRA, it may invite more bad actors looking

to poison these models, leading to offensive or polarizing content being generated by users who

are none the wiser.

As seen above and in the literature review section, a considerable amount of work has

been done concerning poisoning and fine-tuning on their own, and as of 2024, work concerning

fine-tuning as a method of poisoning has begun [43, 60, 62]. Despite LoRA and poisoning

on generative diffusion being increasingly prevalent, only a few studies such as Nightshade by

Shan. et. al. [57] and LoRA-as-an-attack by Liu et. al. [43] have highlighted this issue, with

many focusing solely on Large Language Models. Despite the varying mediums, the principles

and works described above can readily be applied to image generation and this project hopes to

build on the aforementioned works to apply them to generative diffusion models. As the usage

of diffusion models continue to grow [46], we believe investigating how they can be attacked

and abused is a matter of growing importance.

In this project, we present a method to produce a poisoned LoRA module, as well as show

how we evaluated its effects when it is applied to a pre-trained diffusion model. In doing this, we

simulated an attack from a malicious party and quantified its effect on their target. By injecting

malicious LoRA modules into the fine-tuning process of a pre-trained diffusion model used for

text-to-image generation, we were able to completely poison certain concepts with a shockingly

low number of poison samples, ranging from only 5 to 25 mislabeled images. We also discuss

an interesting side-effect of the poisoning which was the bleed-through of poisoning to related

concepts. The evaluation of poisoning was done with CLIP-score [35] and by human inspection,

we acknowledge that the method of testing may not be sufficient and rigorous enough for a

formal study, but we believe that it is a good starting point for future work to make use of.
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Chapter 2

Previous Work

Data poisoning and fine-tuning are both well-studied topics in the field of machine learning.

Researchers anticipated the possibility of bad actors getting hold of the training data of a model

in order to sabotage it’s performance on a set of training data. Defenses against the various

methods have also been developed. Fine-tuning has also been found to be a highly efficient way

of applying diffusion models to a wide variety of purposes, and therefore many methods have

been developed to assist in achieving more efficient fine-tuning. However, everything mentioned

above applies to the study of machine learning as a whole, diffusion models have been a recent

development in the deep learning field and although the basis of said models are still neural

networks, they are a far cry from classification models from over a decade ago. The sections

below detail some (not exhaustive) works that relate to the aforementioned fields.

2.1 Data poisoning

The effectiveness of a machine learning model stems from how it is trained, and thus it’s

training data. It follows that if a bad actor were to get their hands on the data that will be

used to train the model, they can inflict damage on the ability of that model. This possibility

was considered by Goldblum. et. al [31], this paper considered the numerous options that an

attacker has to sabotage a model, ranging from attacks specifically on training data, to attacks

on testing later on in the pipeline. The most elementary form of data poisoning can be seen

in dirty-label attacks, where an attacker can simply mislabel training data so that the model

will learn incorrect associations, causing misclassification. In the study of data poisoning, there

exists a focus on backdoor attacks (some refer to this as trojan attacks), this is when a trigger
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is inserted at training time. The existence of a trigger causes the model to incorrectly classify

data to a specific target label [44]. The data poisoning attacks studied here, although applied

to simpler classification models, can also be applied to the training of more recent diffusion

models, as the input training data for these models are similar, in that they are also a set of

images coupled with their labels.

Defenses against these attacks have also been researched, some of the approaches involves

the use of activation clustering to filter out the poisoned data [25], while others focus on the

detection of a poisoned model and propose ways to mitigate and help the models ”unlearn”

to return to a non-poisoned state [61]. As we focus on the recent development of diffusion

models, research on potential attacks become more sparse, however, this is only due to how

recent the introduction of diffusion models were, methods of backdooring diffusion models

are already being researched [26, 27, 57]. Nightshade is a recently introduced data poisoning

method which is able to poisoning specific concepts in a text-to-image diffusion model [57], by

applying perturbations to an image that are not visible to the naked eye, it causes diffusion

models to ’see’ a different concept rather than the conveyed one. The poisoning of a certain

concept or keyword is an interesting link between the poisoning of LLMs, which has been done

in the past [42] and text-to-image models, which we will be doing in this project. Interestingly,

Nightshade has also been found to bleed-through to adjacent concepts similar to that of the

poisoned concept. This property of poisoning greatly improves its efficacy beyond a singular

concept, and thus will also be investigated in our experiment. An effective defense against

this attack has not been found. With novel attacks being discovered, defenses against these

attacks follow suit, leading to a rapidly developing arms race between model developers and

adversaries.

2.2 Fine-tuning

Adjusting the trainable parameters of a model with the goal of improving it’s performance for

a given task is referred to as fine-tuning. This is usually done on a model that has already been

trained. Although in this project, we are focusing on fine-tuning in the context of generative AI,

fine-tuning can be applied to any neural network, examples include fine-art classification [24],

plant disease detection [59], and pedestrian detection on automated vehicles [20]. The following

parts of this section will summarise various techniques that are used in fine-tuning and how

some of them may be combined to achieve desirable effects.
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2.2.1 Low-rank Adaptation

Low-rank adaptation was a parameter-efficient fine-tuning (PEFT) method developed by Mi-

crosoft researchers Hu. et. al. [38]. We will refer to low-rank adaptation using it’s shortened

from LoRA from this point onwards. The goal of LoRA was similar to that of other PEFT

methods, to be able to fine-tune and make fruitful adjustments to a large model while min-

imising the training parameters adjusted [32]. Low-rank adaptation takes its name from the

characteristic of focusing on lower-rank matrices during the fine-tuning process. Although large

models have an incredibly large number of parameters, they reside on a low intrinsic dimension.

Therefore, if we focus on adjusting only the low-rank matrices, we will be able to have affect

the model in a significant way, while ignoring the rest of the weights. LoRA is put into practice

by freezing the pre-trained weights and then injecting rank decomposition matrices into specific

layers. These injected weights take the form of a LoRA module, LoRA modules are trained on

top of a pre-trained model, while they pertain to that specific pre-trained model, in the case of

this project, the poisoned data will be a poisoned LoRA module.

We also acknowledge that further adaptations of LoRA exist for various purposes, such as

AFLoRA [45] or BiLoRA [49], but these will not be used in this project as we would like to

focus on whether poisoning is possible in LoRA’s most basic form, whether this can be achieved

with further LoRA-based techniques will be left to future work. Due to the efficiency in GPU

memory usage and computation power, LoRA has quickly been adapted into the fine-tuning

of text-to-image diffusion models [55]. Further examples of LoRA being used for diffusion

models can be seen in Frenkel et. al.’s work using LoRA to separate style and content of

images [30]. With many independent ’AI artists’ emerging, LoRA has taken the forefront of

image generation, with it being implemented into HuggingFace’s highly accessible Diffusers

library and PEFT package [48, 58]. Both aforementioned libraries will be used in this project

and further details will be found in the implementation section. LoRA modules, sometimes

referred to as LoRA weights, are distributed and hosted in online forums such as Civitai [1],

the risk factors associated with this will be touched upon in the following section.

2.2.2 DreamBooth

DreamBooth is a method of fine-tuning text-to-image diffusion models developed by Ruiz.

et. al [54]. It geared towards independent creators to personalize their diffusion models to

various purposes, including generating a given subject that is present in a few training photos

in novel, unseen contexts. This method is used in combination with Low-rank adaptation in our
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experiment to fine-tune and poison our diffusion models. DreamBooth is subject-driven and

achieved the effect of personalization by expanding the dictionary of the target model, usually by

introducing new words that can be bound to new, specific concepts that the user of the model

wants to generate. DreamBooth is successful in retaining the distinguishing features of the

selected subjects, while still allowing for generations of the subject in novel contexts, something

that was difficult to achieve prior. Broadly DreamBooth achieves personalization by associating

the new concept with a token that is not commonly found in text space, then preserving fidelity

using class-specific prior preservation loss to supervise the model’s fine-tuning using the model’s

own generated samples. DreamBooth is among few other methods which allow for fine-tuned

alterations of generative models such as Clip2stylegan [19] and Blended Diffuson [21].

2.3 Adversarial attacks during fine-tuning

As we bring our focus back to how fine-tuning relates to data poisoning. We would like to

note that many PEFT fine-tuning methods focus on how we can have the greatest effect on

the model while minimising the amount of computational power and input required. It follows

that during the fine-tuning process, it is possible that a relatively small amount of erroneous

or malicious data can result in a large negative impact to the model. This project will put this

hypothesis to the test, by using LoRA as the PEFT method to test.

As our project focuses on attacks during the process during fine-tuning as a whole, we

would like to address some works which have already been done in this area. Wan et. al.

successfully managed to poison LLMs to have consistently negative polarity when exposed

to a trigger word [60]. The poisoning attacks took place during instruction-tuning, which is

a subset of fine-tuning methods where the model is fine-tuned using a set of input-output

instructions. [62] The paper also proved that models at commercial-scale are more susceptible

than ever to adversarial attacks. Furthermore, there has been work towards defending against

poisoning, specifically in the concept of Parameter-efficient-fine-tuning done by Zhao et. al. [66]

Interestingly, it was found that a relatively small amount of poison samples were required to

successfully poison a model, which is a similar conclusion to which this project has come to. The

paper also details a method of defense, they have done this by identifying poison samples using

a confidence metric. We acknowledge that although that many of these works have been done

in the context of large language models, these principles can be readily applied to generative

diffusion and text-to-image models.
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2.3.1 Adversarial attacks with LoRA

Studies involving data poisoning with LoRA specifically have recently begun. Most notably,

in February 2024, LoRA as an adversary was considered by Liu et. al. [43], dubbed LoRA-

as-an-attack. This paper notes how LoRA weights can be easily distributed over the internet,

which poses a great security issue for creators looking to incorporate LoRA into their models.

These LoRA modules can masquerade as a legitimate module, but applying these weights can

cause consequences unknown to the user. The behaviour of the malicious LoRA is closely

related to the trojans discussed in earlier sections and the concept of a backdoor trigger word

remains prevalent. Furthermore, the interesting possibility of composing multiple LoRAs is also

considered [65, 67]. Similarly to works mentioned above, this paper focuses on the possibilities

of using LoRA-as-an-attack on Large Language Models, but usage of LoRA is no longer limited

to LLMs, it has expanded across to the field of image generation [10]. This project hopes to

build on Liu et. al.’s work to investigate how the concept of LoRA-as-an-attack can be used

when applied specifically to text-to-image diffusion models.
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Chapter 3

Objectives & Specification

The goal of this project is to investigate if text-to-image generative diffusion models can be

poisoned by the injection of malicious LoRA modules. Furthermore, in the case that this is

possible, we will investigate how effective is LoRA poisoning and how the number of images

that a LoRA module is trained on affects the performance of said LoRA model. We must

first prove that injected LoRA modules are enough to degrade a given models’ performance, in

doing so, we may say that malicious LoRA modules will constitute a poisoning attack. If we

are able to do so, finding the minimum number of images required to degrade a target model’s

performance on a concept will tell us about the efficacy of LoRA poisoning, and how prone

diffusion models are to adversarial LoRA attacks. The less images required to poison a model,

the more feasible LoRA as an attack method becomes for an average adversarial user.

In order to achieve this, we will need to declare what capabilities our attackers possess, as

well as find a quantitative evaluation metric. Making an attacker too incapable will render them

powerless, while making the attacker too powerful will put us in an unrealistic environment.

The former point is also incredibly important, as the images that are generated by diffusion

models may be subjective in regards to its contents, similarly to how ’sentiment’ is subjective

in investigations regarding LLM poisoning.

3.1 Problem Statement

In this section, we will more formally outline the goals of this project. Through observation of

the values obtained during our own testing, as well as the values obtained by Shan et. al. in

their work with Nightshade [57], a 10% or higher decrease in CLIP alignment score [35] with
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Figure 3.1: Adversarial LoRA attack model by Liu et. al. [43]

LoRA Collection

LoRA Collection

LoRA

(a).Malicious LoRA crafting and distribution (b).LoRA attack under multiple modules (c).LoRA attack transferability

(a).Malicious LoRA crafting and distribution (b).LoRA attack with multiple modules adopted (c).LoRA attack transferability

prompts containing concept α will be referred to as a significant degradation in performance

pertaining to a specific concept α. When the aforementioned condition is achieved, we will refer

to that as a successful poisoning. With this in mind, this project will be attempting to answer

the following questions.

• Is it possible to achieve a significant degradation in performance pertaining to a concept

α by injection LoRA modules into a pre-trained diffusion model?

• How many images in the LoRA training set are required to achieve a significant degrada-

tion in performance pertaining to a concept α?

• How will prompts similar or related to the poisoned concept will be affected?

An interesting point can be made behind the rationale of the third and final question.

Neural networks and diffusion models specifically are known to generalize well [63] and are able

to perform well with unseen concepts, our third and final question asks if this normally useful

property can be exploited. If diffusion models are able to create connections between related

concepts and generalise in that manner, will poisoning bleed through to neighbouring concepts?

This project explores the most elementary method of poisoning and it’s potential. Many

further questions can be asked pertaining to the prospect of LoRA as an adversarial attack.

For example, hyper-parameters in our experiment have been fixed, a future work may explore

how hyper-parameters during poisoning may affect the efficacy of the poisoning.

3.2 Attacker model

Our assumptions about the attacker will be similar to those that are proposed in the paper

introducing the ’Nightshade’ data poisoning attack [57]. In doing this, we will model a probable

attack that can be executed on a diffusion model by a malicious user. In general, we do not
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assume that the attacker has access to more knowledge or control over the training of a model

more than an average internet user. Tools that have been used to model the attacker are

completely free and accessible online through means such as Google Colab [8] or otherwise.

3.2.1 Attacker’s capabilities

• The attacker does not have access to the initial training of the model, as we will be

executing these attacks on existing model checkpoints.

• The attacker is able to upload, and distribute a LoRA module of their choosing through

a public forum or otherwise

• The attacker is able to access and modify the labels of the data that is used in the training

of the LoRA module

• The attacker is able to know what the base pre-trained model that their target is using,

this is likely as there are only a few large scale base models which many smaller models

are fine-tuned from.

3.2.2 Attacker’s goals

We also define in general terms what our attacker wants to achieve.

• The attacker wants to sabotage a diffusion model’s performance to an extent as great as

possible.

• The attacker wants to maximize the range of concepts (related to α or otherwise) affected

by the poisoning attack.

3.3 Attack method

Methods to backdoor traditional neural networks have to be slightly altered to work with current

diffusion models, and some of the proposed methods of attack also break the assumptions we

established above [26, 57, 64]. We will be focusing on the most simple attack that assumes that

the attacker has minimum access to the model’s training pipeline. We will also run multiple

experiments of the same attack with varying number of poison samples, and we can evaluate

the effects of the volume of poison that is injected into the model.

The general attack pipeline is similar that that specified by Liu et. al. in LoRA-as-an-

attack [43]. The process is visualised in figure 3.1, with the exception of section b), where
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multiple LoRA modules are in play. The specific implementation of the pipeline will be de-

scribed in following sections, but the brief summary is as follows. We refer to models which

have not been affected by poison ’clean’ models.

• Obtain poisoned data through selection of specific image/label pairs

• Train LoRA modules using poisoned data

• Distribute LoRA modules online or transfer LoRA module to target user

• LoRA modules are applied to ’clean’ diffusion models

3.3.1 Dirty-label attack

Dirty-label attacks are easily defended against and are the most elementary forms of attack

against a neural network. However, this will serve as a good starting point for research in

this field, as our focus is on how LoRA can be used as a medium for adversarial attacks. In

this attack, the training data that is provided to the model (during fine-tuning or otherwise)

will have images and labels which are mismatched. Although simply mislabeling an image

intentionally constitutes a dirty-label attack, we can attack a specific concept by consistently

mislabeling it as something else. We will use a similar example to that which is used in the

paper introducing Nightshade [57], in order to poison specifically the concept ’cat’, the attacker

may pass in many pictures of dogs, but label them as ’cat’. With enough instances of this

happening, the neural network will eventually learn the (incorrect) association between the

label ’cat’ and the picture of a dog, leading to images of dogs being generated when the prompt

is ’cat’.

A more formal definition is expressed in the Nightshade paper by Shan et. al. [57]

• Select a target concept α that the poisoning will be focused on.

• Select a destination concept β, preferably unrelated to α.

• Build a collection of text prompts Pα explicitly containing α in the prompts.

• Build a collection of images Iβ which contains or expresses concept β and not containing

or expressing concept α.

• Pair prompts from Pα and images from Iβ to form text-image pairs D.

• Use D as the training dataset for the target model.
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3.3.2 LoRA modules

In this project, our ’poison’ will take the form of a rogue LoRA module. The LoRA module

will be a standalone set of weights that will be generated by training on a selected pre-trained

model, this model will be referred to as the base model. LoRA weights generated from the

base model will be only be compatible with variants of the base model, however, due to how

widespread models such as Stable Diffusion are online, these LoRA weights exhibit unprece-

dented transferability. This simulates the attack environment in the real world, LoRA weights

similar to the ones used in the experiment can be found on public forums such as Huggingface [7]

or Civitai [1]. The modules themselves are black-box by nature, and the contents cannot be

easily analysed. Where we deviate from a real-life scenario is that the LoRA modules used will

be purely poisoned in order to demonstrate the efficacy of poison, we leave ways to obscure the

poisoning for future work. The method of obtaining the training data for the LoRA will be

identical to the process described in the formal definition of a dirty-label attack.

3.4 Evaluation criteria

This section will very briefly outline the evaluation criteria that will be used to ascertain the

performance of this diffusion model. We will be using CLIP-score, a metric developed by Hessel

et. al. to evaluate image captioning [35]. This metric can be applied to evaluate text-to-image

diffusion models, and has a high correlation to human judgement. Further details involving

the calculations of these values will come in a later section. We’d also like to acknowledge

that this for evaluation are not perfect, and they contain flaws [22] which makes the results

of this experiment susceptible to bias. In larger scale studies, CLIP-score, along with Fréchet

inception distance (FID) [36] and other metrics are used in combination with crowd-sourced

human inspection. Due to the scale of this project, only CLIP-score will be employed as a

quantitative evaluation method. Measures will be taken to prevent bias in our results, but

the subjective nature of image poisoning means that it is still possible that the results may be

skewed, further comments on this will be made in section 5.6.
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Chapter 4

Implementation

This chapter will detail both the tools used and the experimental setup, including hyperparam-

eters that were altered or kept the same. We will describe the details of how the attack will be

executed, and with how many poison samples. Furthermore, we will also describe the chosen

evaluation method, and how measurements for each model will be taken. This will follow prior

work done in diffusion model development as mentioned in the requirements section [53, 54].

The high-level diagram of the pipeline is shown in Figure 4.1.

4.1 Platform

Jupyter Notebook has been chosen as the preferred platform for this project’s experiment

pipeline. It has become commonplace in machine-learning projects and we have chosen Jupyter

Notebook due to it’s great transferability and it’s ability to streamline the process while still

allowing for full control of the code behind it. More specifically, being able to execute the

same process multiple times, while being able to tweak the parameters and models that were

involved in the calculations was the main advantage of using Jupyter Notebook. This project

has employed the use of two .ipynb files (Python Notebooks). Both notebooks are also hosted

and available on Google Colab for public viewing and evaluation.

The first notebook contains the pipeline used to train the LoRA, this notebook has not been

altered from it’s distribution by Taqwa on GitHub [8]. This notebook was originally based on

work done by kohya-ss [9], who has provided scripts for fine-tuning Stable Diffusion models.

The notebook selected specifically uses the DreamBooth method [54] to produce the LoRA

modules.
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Figure 4.1: High-level experiment setup

The second notebook contains the pipeline that has been used to evaluate the models. This

notebook provides the set of prompts that will be given to the models for inference. The

notebook then loads the models into a python environment, and injects the LoRA modules into

the selected modules. Finally, inference is run on all the models and the outputs of the each

models are evaluated.

4.1.1 Hardware specifications

Due to the large amount of computation power required to train and produce the LoRA mod-

ules, as well as to run inference on a multitude of diffusion models, Google Colab has been used

for the entirety of the pipeline. The processing power required for the experiment was provided

by Google’s GPU Python 3 Compute Engine backend environment. The hardware associated

with this environment is remotely hosted and includes an NVIDIA Tesla T4 GPU with 12.7

GB of system RAM and 15 GB of GPU RAM. [5]

4.2 Datasets

Two main external datasets were used in this experiment, one was used for providing the images

required for the training data and the other was used for generating randomized prompts for

the evaluation process
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4.2.1 Stanford Dogs Dataset

The goal of this project was to simulate a poisoning of diffusion models and quantitatively

evaluate the models’ performance before and after poisoning. In doing this, we decide to use

simple and most importantly, contrasting concepts which are easy to understand, cats and dogs.

Although these concepts are simple, it will be obvious to the human eye when a poisoning has

been successful. Namely, when a given model is provided with the prompt ”a photo of a cat”,

but infers an image of a dog, we can clearly see that it has been poisoned. Classifiers have

also been developed extensively to recognise the find differences between the features of cats

and dogs, this allows us to more accurately quantitatively evaluate our models. In our case

pertaining to our formal definition of a dirty-label attack in section 3.3.1, the chosen target

concept α was ’cat’ and the chosen destination concept β was ’dog’

For the image set Iβ we have used the Stanford Dogs Dataset developed by Khosya et. al. [40]

The dataset has been developed primarily for fine-grained image categorization. The dataset a

variety of images of various breeds of dog, as well as associated labels. The latter component

will not play a part in our investigation, as we will be mislabeling our images intentionally.

The Stanford Dogs Dataset has been selected as it is contains high-quality images pertaining

to the concept dog. In order to entirely encapsulate the concept ’dog’, we will choose images

randomly from all categories of the dataset (this includes any breed of dog). However, after

the random selection, we have curated the selection further to remove images which contain

concepts other than the destination concept such as human beings or toys.

4.2.2 PartiPrompts

Ideally, the model should be evaluated across a wide range of prompts, both encompassing

and not encompassing the poisoned concept α. The specific prompts and our rationales for

choosing this will be further explained in section 4.4.1. Initially while planning this experiment,

we planned to use PartiPrompts [13], a public set of prompts in English released by Google

Researchers alongside a novel generative model. Sampling from these prompts would allow us

to evaluate our models’ performances across a wide range of prompts, in doing this, we may

take the mean score across these prompts and find how the models perform in both poisoned

and non-poisoned environment. However, with further testing, we found that sampling these

prompts entirely randomly caused a large amount of noise in our evaluation results. Further

explanations on the issues this caused will be found in section 5.6. Finally, we concluded that

in order to make the experiment more fair, a fixed set of prompts should be used for all models,
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however, this dataset remains in the codebase for future works to reference and use.

4.3 Training

As mentioned in section 4.1, we used Furqanil Taqwa’s notebook based off kohya-ss’ work on

LoRA Dreambooth for diffusion models to produce the LoRA modules (weights) throughout

the course of this project. The data provided to the notebooks were provided manually in the

form of a .zip file. The file contained a set of n images (both .png and .jpg) taken from the

Stanford Dogs Dataset and n labels in the form of .txt files.

4.3.1 Labeling

Every label file includes the sole label cat. Generally, labels for images in LoRA training in-

cludes more detailed descriptions of the what is in images such as cat, leash, white cat, grass.

this will help LoRA models isolate various concepts as much as possible. Having a small amount

of tags will cause the target model to overfit to the training data. As an example, refer to fig-

ure 4.2. When a picture of a black dog sitting on grass is fed into a LoRA module with a less

detailed label, in this case, dog, the model will associate the token dog with specifically black

dogs sitting on grass, as shown with the overfitted output. On the contrary, if labels provided

during LoRA training are more detailed, this allows the separation of different features in the

image, meaning that it prevents the model from making unnecessary associations. The latter

is preferred when training a LoRA for regular purposes.

However, in our case, we are simulating an attack. In line with the goals from section 3.2.2,

as an attacker, we want to maximize the range of concepts affected by the poisoning attack.

Therefore in our case, we prefer to set vague labels in the form of simply naming our target

concept α. In other words, we want our model to overfit, as that directly improves the success

rate of the attack.

4.3.2 Number of images as independent variables

In section 3.1, we ask what the minimum number of images are required in the training set for

a poisoning attack to be effective. The rationale behind why we ask this question is that this

helps us gauge the viability of a LoRA attack. Traditionally, referring to Shan et. al.’s work on

Nightshade [57], simple dirty-label attacks require upwards of 1000 images to be injected into

the target model. The large amount of data required to poison a concept makes dirty-label
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Figure 4.2: LoRA Overfitting

poisoning less effective overall as a possible attack. Therefore, we attempt to find the minimum

number of images to execute a successful poison attack using LoRA.

We have chosen 3 values of n to test. This is unfortunately not ideal, we would prefer to

test every value of n within a range [1..n]. However, training n LoRA modules and evaluating

each of them after applying them to a model required vastly more computational power than

available for the scope of this project. We have opted instead to measure 3 discrete values

instead. The chosen numbers for n are as follows:

• 5 images

• 15 images

• 25 images

Furthermore, as the notebook saves a checkpoint every epoch of training, we have also

provided modules trained at varying numbers of epoch. This, however, was provided as a

further resource for any future work to make use of, and was not used in obtaining the results

of this experiment. All our measurements were based on the model trained at 20 epochs.

• 5 epochs

• 10 epochs
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• 15 epochs

• 20 epochs

4.3.3 Hyperparameters and configuration for LoRA training

There are numerous hyperparameters available for customisation when training a LoRA module.

Due to the scope of this project, we have opted to fix the hyper-parameters listed below. There

may be significant changes to the poisoning efficacy if some of these values were to be changed,

further observations that we’ve made regarding this will be in section 5.7. This however will

not be tested in this project, and we urge future works to investigate this further. Do note that

some variables presented here are not necessarily hyperparameters (such as the base model and

VAE), but are included as they were a part of the configuration for training.

Relevant hyperparameters and configurations for training the LoRA in this project have

been provided in figure 4.3, the list of parameters are not exhaustive and only include those

which are relevant to our study.

4.3.4 Output of training

The output of training is a LoRA module in the form of a .safetensors file. All LoRAs

obtained in this experiment, regardless of number of samples injected, have a size of 151 MB.

We have found that the alterations of certain hyperparameters will affect the training time and

size of the output module, this will be further discussed in section 5.7. All LoRA modules are

hosted on HuggingFace, and is available for public viewing and usage. [11]

4.4 Model Evaluation

With the LoRA modules now available for use, we will have to evaluate our models before and

after the modules are applied. This section will detail the process of generating data to be

evaluated and the evaluation process itself.

4.4.1 Prompt categories

In order to test the coverage of our poisoning attack, we aim to choose prompts which both

contain or express poisoned concepts as well as non-poisoned ones. In this project, we categorize

our prompts into 3 groups.
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Figure 4.3: Hyperparameters and configuration for training

# Base model configuration
Base model = Stable Diffusion 1.5
VAE = StabilityAI Stable Diffusion VAE
v2 = False
v_parameterization = False

# Dataset configuration
dataset_repeats = 5
activation_word = "cat"
caption_extension = ".txt"
resolution = 512
flip_aug = False
keep_tokens = 0

# LoRA configuration
network_category = "LoRA"
conv_dim = 32
conv_alpha = 16
network_dim = 128
network_alpha = 128
min_snr_gamma = -1
optimizer_type = "AdamW8bit"
train_unet = True

unet_lr = 1e-4
train_text_encoder = True
text_encoder_lr = 5e-5
lr_scheduler = "constant"
lr_warmup_steps = 0

# Training config
lowram = True
sampler = "ddim"
noise_offset = 0.0
num_epochs = 20
vae_batch_size = 4
train_batch_size = 6
mixed_precision = "fp16"
save_precision = "fp16"
save_n_epochs = 1
save_model_as = "safetensors"
max_token_length = 225
clip_skip = 2
gradient_checkpointing = False
gradient_accumulation_steps = 1
seed = -1

General prompts

General prompts are prompts used to simulate the general usage of a text-to-image diffusion

model. These contain concepts which exist in every-day use of diffusion models. We make sure

that these prompts do not contain the chosen poisoned concept, as that would make the prompt

a part of a different category. We have sampled these prompts manually from PartiPrompts. [13]

Poisoned prompts

Poisoned prompts are prompts that exxplicitly contain the poisoned token. Generally, our

poisoned concept can be summarised by a sequence of one or more words. Poisoned prompts

need not contain only the poisoned token(s), but the poisoned token(s) must be a part of the

prompt. We use these prompts to assess whether the LoRA poisoning has directly affected

prompts containing the poisoned concept.

Poison-adjacent prompts

Poison-adjacent prompts do not explicitly contain the poisoned concept. We also refer to

these prompts as ”Adjacent Prompts” for ease of display. These prompts contain concepts
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deemed to be ”adjacent” to the poisoned concept. A potential problem with this categoriza-

tion is that this definition of adjacency is largely subjective, therefore we narrow down teh

definition of adjacency to synonyms of the selected poisoned token, as well as concepts closely-

related in semantics to the poisoned token. We also count compound words which contain

the poisoned token without a space separation. Examples of adjacent concepts to cat are

feline, kitten, tomcat. We would like to note that this does not entirely remove the pos-

sible subjectivity, but we attempt to reduce it as much as possible. We use these prompts to

assess the range of concepts affected by the newly-injected poisoned LoRA module.

4.4.2 Generator seed

In the interest of reproducibility, we have chosen a fixed seed for the images generated in the

experiment. This was done using a Pytorch Generator object which was manually seeded with

integer 0. In a larger scale study, one may choose to not fix a seed, to evaluate a larger range of

model behaviour. However, in that case, the measurements need to be done over much larger

than 5 image samples. In our case, we have valued consistency and reproducibility over a larger

sample size. This choice has been made due to the limitations on the amount of computation

power available to run inference on multiple models at once.

4.4.3 Models

In each trial, we have chosen to evaluate our target poisoned model alongside two ’clean’, un-

poisoned models. This is to provide a general baseline to compare against. The two control

’clean’ models are especially important as there exists prompts which diffusion models inher-

ently find ’difficult’. This is generally due to prompts containing uncommon words or complex

concepts which are not easily captioned by a CLIP-classifier (Refer to section 5.6). Therefore it

is important to not look at the measurements individually, but rather compare them between

each other.

4.4.4 Evaluation metric

To evaluate our models, we have chosen the evaluation metric CLIP-score. CLIP-score was a

metric used to evaluate image captioning devised by Hessel et. al. [35] . In our case, we can use

it to calculate the alignment between the prompt that has been used to generate the image and

the CLIP captioning [50] of the image. The following method closely follows the following works

cited [53, 54, 57]. In general usage, the outputs of diffusion models are meant to be seen by
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humans. Thus, in evaluating a diffusion model we look to simulate human judgement. Studies

involving CLIP-score suggests that it has a high correlation to human judgement, which is the

main feature which has lead us to choose CLIP-score as the preferred evaluation metric.

Images generated by the measured diffusion model along with the prompts that were used

to generate them will be passed into TorchMetric’s CLIP-Score function[18]. An individual

CLIP score for an image-prompt pair (I, P ) is calculated as follows.

CLIPScore(I, P) = max(100 ∗ cos(EI , EP ), 0) (4.1)

EI is the visual CLIP embedding of the image while EP is the textual CLIP embedding (the

CLIP embedding of our prompt). We take the cosine similarity between the two values EI

and EP and bound it between 0 and 100, where 100 is the highest possible performance for

our model. We can then take the arithmetic mean for all x images to get a final score for our

model. Furthermore, in order to get some insight on how consistent our model performs, we

may also calculate the standard deviation of the CLIP-scores that correspond to the model.

This is important as CLIP-scores from a given models can vary greatly, which will be discussed

further in section 5.

4.4.5 Measurement process details

Each model will generate n images from n prompts. Each image-prompt pair Pki originating

from model k where i : i ∈ [1..n] will have its CLIP-score measurement taken. The mean will be

taken over all scores Ski calculated from Pki, as well as its standard deviation. In our case, for

each model, as there are 5 prompts for each category, n = 5. The degradation in performance

will be taken as the negative percentage change between the mean of scores from the two clean

models, and the singular mean score of the poisoned model. Finally, as mentioned in section

3.1, we have set the threshold for a successful poisoning as a degradation of poisoning ≥ 10%.

This threshold has been determined by referring to past works done by Shan et. al. [57] as well

as visual observation of what constitutes a successful poisoning. To further expand on this, we

have found that when a generation from a clean model and a generation from a poisoned model

has a clear mismatch, CLIP-score mean decreases by greater than 10%. When a poisoning

attack on model γ is successful, model γ is deemed to be compromised.
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Chapter 5

Results and Evaluation

In this section we present our findings and evaluate the quality of the results given. The simu-

lated attacks on the diffusion models have been largely successful in degrading the performance

of a given model on a target concept, and have even produced bleed-through effects onto similar

concepts. Worryingly, these results show a promising and accessible method of attacking diffu-

sion models using very few resources with a very high rate of success. However, we stress that

these results include a high amount of bias due to an incredibly low sample size, and further

investigations must be conducted to verify the reliability of these claims and consistency of this

method.

5.1 Poisoning success rate

Our attempts in poisoning diffusion models by injecting LoRA weights have been largely suc-

cessful. By visual inspection, we have gathered that a complete misclassification of a generated

image has been denoted by a 10% or more decrease in CLIP-score in comparison to a corrrect

classification. Refer to table 5.1 for our measurements on performance degradation.

We will first reiterate the formula used to calculate these values. Performance degradation

Table 5.1: Performance degradation measurements of clean and poisoned models in %

XXXXXXXXXXPrompts
Model SD 1.4 SD 1.5 PSD 25* PSD 15* PSD 5*

General Prompts 0.99% -0.99% 0.64% 0.51% 1.83%
Poisoned Prompts 3.18% -3.18% 23.46% 21.60% 13.26%
Adjacent Prompts -0.56% 0.56% 13.57% 21.95% 15.89%

*Poisoned models are displayed in the form PSD (Poisoned Stable Diffusion) num_image_samples
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is calculated by a simple percentage change between the mean CLIP-scores of the clean models

and the measured model k. Sk is the CLIP-score attained by a model k. MSclean denotes the

mean score of the clean models

MSclean = SSD1.4 + SSD1.5

2 (5.1)

PerfDeg(k) = −Sk − MSclean

MSclean
× 100 (5.2)

As seen in table 5.1, we find that LoRA poisoning has been relatively unsuccessful in de-

grading the model’s performance over general prompts. This is, of course, expected as our focus

is on targeting a specific concept α and degrading the model’s performance over that specific

concept. However, this was effective in being used as a control to see if any major changes

took place on our models. Furthermore, this may actually be desired by attackers. This may

be how poisoning attacks remain hidden, as the model largely remains unchanged in prompts

unrelated to the poison, the poison can only be seen when a specific set of ’trigger’ words are

introduced in the prompts, leading to poisoning being more difficult to detect. This observed

behaviour is very similar to that of ’backdoor’ attacks, a well-researched attack on machine

learning models. [44]

As we move to testing poisoned prompts, we observe an overall success in model poisoning.

Once again referring to table 5.1, all poisoned models saw a 13.26% or greater decrease in

performance with prompts explicitly containing the poisoned term. This is an outstanding

result as this behaviour has been exhibited for poison sample counts as low as 5. However,

performance degradation is notably lower at 5 image samples when compared with 15 and 25

poison samples. Stable Diffusion 1.2 and its subsequent versions have been trained on billions

of images in the LAION dataset [16, 17, 56], despite the colossal amount of training data, only

5 images were required to ’overturn’ the model’s representation of a certain keyword. This is in

contrast to the findings of the Nightshade study [57], where 500 to 1000 samples were required

to overturn a given concept, another key point worth noting is that Shan et. al. found that

there were approximately 2260 clean training samples associated with a given concept. We

hypothesize that the lower number of samples required to poison a given concept are due to the

effects of fine-tuning and specifically LoRA on a model. The results align with our hypothesis

in section 2.3, however, it must be noted that further testing must be done to confirm that this

is the cause, as this is merely a possible correlation and there is no guarantee that this is the
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actual cause of our findings.

5.2 Bleed-through effects of poisoning

Per our third question in our problem statement, we also perform tests involving concepts

which we deem are ’adjacent’ to the poisoned concept. This means words or phrases which

are synonyms, closely related, or compound words which contain the poisoned token. Once

again referring to table 5.1, we once again see an overwhelmingly high attack success rate when

the poisoned models are tested against poison-adjacent prompts. The decrease in performance

for poisoned models range from 13.57% to 21.95% . It is interesting however that the model

with 15 poison samples performed worse than the model with 25 poison samples to a relatively

large degree, performing almost equivalently to the model with 25 poison samples on explicitly

poisoned prompts. We cannot deduce the cause of this, but due to a low sample size, this

outlier can be due to simply noise.

This result proves that the effects of the LoRA attack reach further than only the poisoned

prompts, but extends to various concepts surrounding the poisoned concept. We believe that

this is a significant result, but requires further testing as only a limited number of poison-

adjacent prompt were tested, therefore we do not entirely know the further concepts that are

affected by the attack. We hypothesize that the bleed-through effects of poisoning are due

to how the base model was initially trained. As an example, take an image of a small cat,

among the labels for this image, we are likely to find the labels cat, kitten and feline. As

these tokens are commonly found together, an internal association is formed between the words,

leading to them also being affected by the poisonous LoRA.

Compound words as adjacent prompts

A special comment can be made on compound words as an adjacent prompt. We specifically

tested the term cat with words containing ’cat’, such as bobcat or tomcat. We have found

that the words tested were minimally affected by the poisoning. Refer to figure 5.1 for example

results on the prompt bobcat. We see that the generations are largely unaffected despite

explicitly containing the word cat. This, however, is an expected result, due to the fact that

our text-to-image models detect what to generate by tokenizing certain words, the token cat

and token bobcat are completely distinct tokens. This also would mean that words completely

unrelated to cat but containing ’cat’ are also unaffected, unless they are semantically related.

For example, the word catacombs remain unaffected as the poisoned concept and the word are
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(a) Image generated by clean model (b) Image generated by poisoned model

Figure 5.1: A clean and poisoned model’s interpretation of the prompt ’a bobcat’

semantically unrelated. In conclusion, we may say that words containing the poisoned token

without a space separation are not more or less likely to be affected by poison, the only factor

that affects whether or not the word is poisoned is the likelihood of that word is found to be

in the same original training samples as the poisoned word.

Correlation with subsequent studies

Our findings involving bleed-through effects to related concepts are closely aligned with those

found by Shan et. al. in the Nightshade study. [57] A measurement used in the aforementioned

study is the L2 distance D to a poisoned concept, this gave a more quantitative measurement

of how adjacent the a given concept is to another. This was done by mapping the concepts onto

a feature space and measuring the L2 distance between them. This measurement would have

been beneficial to our experiment, but however was not implemented due to time constraints.

Similarities between our findings include the fact that synonyms and neighbouring concepts

were also affected by the adversarial attack. However, unlike the results shown on table 5.1 and

table 5.2, there was a clear correlation between the number of poison samples and how much

the neighbouring concepts were affected. This was not the case for our experiments due to the

aforementioned anomaly where the model with 15 poison samples performed markedly worse

than the model with 25 samples. Furthermore, another area of testing which Shan et. al. has

done that we have not done was testing on concepts which were far away in word-space, but

closely related semantically. An example of this was how the term fantasy art was affected

when the target poisoned concept was dragon.
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Table 5.2: CLIP-score measurements of clean and poisoned Stable Diffusion models

XXXXXXXXXXPrompts
Model SD 1.4 SD 1.5 PSD 25* PSD 15* PSD 5*

General Prompts 29.187 29.771 29.290 29.330 28.941
Poisoned Prompts 29.510 31.450 23.328 23.897 26.439
Adjacent Prompts 32.456 32.093 27.897 25.1907 27.147

*Poisoned models are displayed in the form PSD (Poisoned Stable Diffusion) num_image_samples

5.3 Magnitude of degradation in performance of models

In this section we briefly outline the magnitude of the effects of poisoning on poisoned prompts

and poison-adjacent prompts. We will be referring to the values on table 5.2. Due to the

poisoned prompts including the directly targeted word, it is expected that CLIP-score would

fall greatly below the values that were attained by the clean models. In our case, the mean

score achieved by the clean models were 30.480, whereas the poisoned models attained scores

from 23.328 to 26.439. We see a clear correlation where when there are only 5 poison samples

inserted, the score decrease is up to 10% lower than the maximum number of samples we

tested, 25. These results align with an intuitive correlation where more poison samples lead to

a worse performing model, however, these affects appear to be diminishing, with 15 samples

performing only slightly worse than 25 samples. This suggests that increasing the poison data

may cause the performance of a given model to approach a certain limit. This, however, was not

investigated in our experiment and the maximum number of samples remains at 25. With these

comments made, the difference in performance between the model with 15 samples injected and

the model with 25 samples injected are small enough to be negligible and can be passed off as

noise/randomness in the measurements.

As we move to looking at poison-adjacent prompts, the bleed-through effects of the poison

are clear. However, by simply inspecting the CLIP-score we see that the poisoning effects

are noticeably less significant when compared to tests with explicitly poisoned prompts. Once

again, the abnormal measurement on adjacent prompts on the model with 15 samples injected

should be mentioned, we are unsure of the reason of why this model performed significant

worse than both the other models, even worse than that on explicitly poisoned prompts at 5

samples. Overall, as we will see in the upcoming section 5.4, we may conclude that although

models perform noticeably worse on concepts similar to the target poisoned concept compared

to regular, untargeted concepts. However, intuitively, they will not perform worse than concepts

explicitly poisoned.
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Figure 5.2: A clean model’s interpretations of ’clean’ prompts

Figure 5.3: A poisoned model’s interpretations of ’clean’ prompts

Figure 5.4: A clean model’s interpretations of poisoned prompts involving ’cat’

Figure 5.5: A poisoned model’s interpretations of poisoned prompts involving ’cat’

Figure 5.6: A clean model’s interpretations of poison-adjacent prompts similar to ’cat’

Figure 5.7: A poisoned model’s interpretations of poison-adjacent prompts similar to ’cat’
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5.4 Visual inspection of poisoned images

A rather unsuccessful example of poisoning was previously displayed in section 5.2. Here we

present more successful examples of images generated by poisoned models and compare them

with images generated by clean models. In doing this, we hope to show qualitatively the effects

of poisoning, and what a target of poisoning might see when attempting to generate an image

using poisoned or poison-adjacent prompts.

General prompts

We will only briefly comment on the effects of poisoning on randomized (not poisoned) prompts,

this is because there are no noticeable differences between these images between the poisoned

and non-poisoned models. However, this proves that it is possible for poison to go completely

undetected if the trigger word is never found. This is a worrying property of poison as it is

possible for particularly obscure poisoned concepts to go completely unchecked through quality

control processes, this makes a possibility where poisoned models may be distributed publicly

without the knowledge of poisoning. Unsuspecting users who happen upon the poisoned concept

may be subject to offensive or crude imagery being generated upon an otherwise inoffensive

prompt. For reference, the set of prompts used for the set of images on figures 5.2 and 5.3

are: ’a picture of food on plate’, ’a bridge’, ’an illustration of a teapot’, ’an angry man’ and ’a

woman with long hair’.

Poisoned prompts

As we move to the effects of poisoning on explicitly poisoned prompts, the effects of poisoning

rapidly become observable. Our diffusion models begin to struggle to generate coherent images

with what are usually every-day, common prompts. We are able to make this assertion as our

clean models generate satisfactory images with no clarity issues, where as our poisoned models

can not do the same. Once again, in our experiment, we use the concept cat as our baseline,

we see that in figure 5.4, the chosen concept is shown with high clarity. With this, it is clear

how the CLIP-score measurements were relatively high for the clean models.

We now refer to figure 5.5, we see a significant degradation in quality as we prompt the

poisoned models with prompts including the term ’cat’. Some images see a complete misalign-

ment, where images of animals resembling dogs are generated. However it should be noted

on the 2nd image, where the model was prompted with ’a photo of a cat playing with toys’, a

recognisable image of a cat is still generated, showing that the poison is not all-encompassing on
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prompts involving the poisoned concept. This seems to however be unpredictable and random.

The 4th and 5th image is also worth noting, as these images do not see a clear misalignment

(a clear image of a dog being generated rather than a cat) but rather significant artifacting,

leading to misleading or unrecognizable images. Specifically on the final image, some ’cat-like’

features remain, but overall the image is not recognized and captioned appropriately by the

CLIP-classifier.

Poison-adjacent prompts

From the CLIP-score evaluations, we can observe that poison-adjacent prompts are affected to

a lesser degree than explicitly poisoned prompts. Per figure 5.6 and 5.7, we can further confirm

this to be the case. Much like the poisoned prompts, the effect of the poison is not consistent.

For example, the first image sees a complete misalignment, where the image generated is clearly

that of a puppy. It is interesting that the semantics of how a prompt ’kitten’ generates an image

of an animal similar to a puppy, rather than a full-grown dog, as that was what the poisoned

module was trained on. However, in images 2 and 3, we see images which clearly show an animal

with cat-like features, showing that the poison has not seeped through fully to the neighbouring

concepts at 25 poison sample. Once again, we assert that the lower efficacy of the poison is

not necessarily a bad property, as this makes the poison harder to predict, detect, and defend

against.

Conclusions to be drawn from observing images

We can draw some conclusions from visually inspecting the images of the clean and poisoned

models. In alignment with our definition of a successful attack outlined in section 4.4.5, we see

the following symptoms in the models which have been deemed compromised:

i. A complete misalignment between the generated images and prompts containing target

concept α or of concepts adjacent to α

ii. Heavy artifacting in generated images, leading to malformed or unrecognisable images.

We hypothesize that symptom ii. is caused by the injected poisoned data ’confusing’ the

diffusion model by attempting to overwrite already existing knowledge about concept α, and the

artifacting is the model attempting to combine the two concepts together. Therefore, then, it is

possible that the former symptom is the poison successfully overwriting the existing knowledge,

changing the representation of α entirely.
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Table 5.3: Standard deviation values of clean and poisoned Stable Diffusion models

XXXXXXXXXXPrompts
Model SD 1.4 SD 1.5 PSD 25* PSD 15* PSD 5*

General Prompts 2.351 2.311 2.651 3.127 3.513
Poisoned Prompts 2.342 2.002 5.292 4.540 3.585
Adjacent Prompts 2.355 0.795 3.149 4.192 3.125

*Poisoned models are displayed in the form PSD (Poisoned Stable Diffusion) num_image_samples

5.5 Poisoning affecting model consistency

We use standard deviation as a measurement of how consistently a given model performs. We

will briefly comment on the effects of poisoning on how consistently a model performs. From

table 5.3, we observe that the introduction of poison samples via a LoRA module makes a

model’s performance more inconsistent. This aligns with our previous comments in section 5.4

about how the effects of poison on a model are unpredictable and at times not noticeable. The

high standard deviation may signify that it is possible for a poisoned not exhibit any signs of

poison (an example of this is shown on the 2nd image on figure 5.5) on one prompt, while still

exhibiting heavy artifacting and misalignment on another (e.g. 5th image on figure 5.5). This

inconsistency is most noticeable by a standard deviation of 5.292 on poisoned prompts when 25

poison samples are injected, where regularly, a standard deviation of around ∼ 2.2 is expected

on clean models. Similarly to the performances of the models, this effect is seen to a lesser

extent on Poison-adjacent prompts.

Although this may be an interesting observation, further testing across a larger sample size

is required to make confident conclusions surrounding the consistency of the models, due to the

large amount of noise in the data. Many anomalies can be seen in the measurement of standard

deviation, such as an exceedingly low value of 0.795 for Stable Diffusion 1.5’s performance on

Adjacent prompts. We also see not a large difference in consistency on all 3 types of prompts on

the model with 5 samples injected, this is not the behaviour we expected due to the expectation

of having a higher inconsistency when poisoned concepts or adjacent concepts are involved in

prompts.

Despite these observations being merely preliminary, we can perhaps utilize the unpre-

dictable nature of poison to our advantage. Poisoning is hard to detect with a single measure-

ment of CLIP-score or by inspecting a singular image generated by a model. It may be possible

to use a measurement such as standard deviation of performance to detect when a model has

been poisoned. An intuitive approach would be to flag a model as potentially poisoned if it
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exhibits a higher degree of inconsistency in performance. This allows us to detect poison when

the concepts poisoned are too obscure or there is too few poison samples to fully affect the

entire set of prompts relating to concept α

5.6 Evaluation and critique

In this project, we have been successful in providing a proof of concept where LoRA modules can

be used as a form of malware to attack diffusion models. However, due the available resources

and the scope of the projet, we have had to cut corners due to the lack of computational power,

leading to it being hard to quantify how much poisoning can adversely affect the models. We,

however, believe that this proof of concept is significant and serve as a starting point for future

works to extend and improve upon. This section will detail some of the criticisms and problems

concerning the results of our study.

Low sample size

Diffusion models, due to their method of operation, inherently involve a large amount of ran-

domness [37, 53]. Therefore in studying them, we look to use large sample sizes in order to

evaluate them to prevent bias and noise in quantitative results. Unfortunately, this exact factor

is what is lacking in our experiment. Due to the lack of data points, a large amount of noise

is present in our data, and it shows in the form of various anomalies which do not comply to

expected correlations. Of course, we have no way in knowing if these ’anomalies’ are in fact

anomalies, or if they actual do allude to a more interesting correlation.

Failure to find limits

We have been successful in answering if LoRA can be used as an adversarial attack, but have

not been successful in finding just how effective it is and how little data is required. Through

our results, we may deduce that there there is a limit to the amount of performance degradation

that occurs to a model as the number of poison samples increases, we were not able to find

this limit, however. The same is true in the opposite direction. We believe that the fact that

poisoning was possible with only 5 poison samples was a remarkable finding, however, we also

believe that it is possible to push this number even lower, either with LoRA or other PEFT

methods. In that sense, we were also unable to find the minimum number of images required

to achieve a successful poisoning, although 5 was the lowest number of samples we tested, we

believe poisoning could perhaps be possible with just one image.
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Subjectivity in determining adjacent prompts

We have also proven that prompts do not need to explicitly include the target concept to be

affected by poison. Although this is a significant observation, there is much work to be done

in this respect. As mentioned before, the Nightshade study done by Shan et. al. [57] has been

more thorough in their analysis of bleed-through according to poison, much of this comes from

a quantitative measurement of the closeness of words are to each other when projected onto

wordspace. In doing this, we would be able to find how the effect of poisoning changes as we

move further away in wordspace. However, in our experiment, we only determine arbitrarily

what words are considered ”adjacent” to our prompts, this is subjective and lacks rigor. Some

words we may have considered to be close in wordspace may end up being not close at all and

vice versa. Our definition of ’adjacent’ was also limited to synonyms and similar words, but the

effects of poison may reach further than just related words, much like how in the Nightshade

study found that ’dragon’ bled-through to ’fantasy art’. In that sense, we have also failed to

assess just how far the poison spreads.

Inherent prompt bias

In our experiment, we have fixed our prompts in the interest of keeping the experiment fair,

this, however, has inadvertently lead to inherent bias in the values measured. The issue here lies

in how ’difficult’ text-to-image diffusion models find a given prompt. We have found that in the

set of prompts that can be given to a text-to-image diffusion models, there exists prompts which

diffusion models inherently find ’hard’, meaning that they consistently score relatively poorly

(CLIP-score) on these prompts than more standard ones. Extreme examples of this include

abstract concepts as prompts such as ’anger’ or ’betrayal’, which leads to CLIP-score of below

20. Upon this observation, we may deduce that every prompt carries an inherent ’difficulty’,

therefore any set of prompts we choose is likely to have a chance to skew the average CLIP-score

of a model up or down, leading to bias depending on prompt selection. A way to rectify this

would be to evaluate the models across a larger range of prompts, which leads us back to the

prevously mentioned issue of exceedingly low sample sizes.

This is clearly an issue with our methodology and we believe that future studies should be

mindful of the ’difficulty’ factor of prompts, or simply increase the sample size if the resources

available permits it. However, we have been aware of this issue and have made changes accord-

ingly to our methodology to compensate. Namely, we have decided to make our measurement

metrics for performance degradation to be relative to the clean model, rather than look at the
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CLIP-score values themselves, this relative and percentage based metric slightly alleviates the

bias and adequately allows us to see which attacks were successful and which were not.

5.7 Possible extensions

The scale of this experiment has been relatively small, and has served as mostly a proof of

concept. The many possible extensions of this study may aim to rectify the many biases and

issues outlined in the aforementioned section. Furthermore, we also detail some observations

from our experiment that we believe are worth investigating further.

Increasing sample size

As mentioned, the biggest drawback of our methodology was the incredibly low number of

samples. Future studies may aim to evaluate models across a larger range of prompts and at

a larger quantity of prompts, this will more accurate show the various correlations that exist

between poison and model performance. In our experiment, we have chosen 3 discrete poison

quantities to evaluate models at, a future experiment may want to test a continuous amount of

poison samples [1..n], this will allow a continuous plot more clearly displaying the relationships

involved in poisoning.

Quantify word correlation

Once again, as we have failed to quantify the correlation between given words that we have

deemed to be ’adjacent’ concepts, a future study may do a more rigorous experiment investi-

gating the bleed-through effects of LoRA poisoning. Such an experiment would use methods

similar to those used in the Nightshade study to quantify the adjacency of words, and would

be successful in showing the correlation between word or concept adjacency and poisoning.

Testing other poisoning methods

Our experiment used the most basic form of poisoning, namely dirty-label poisoning. In a

commerical-scale model training setting, dirty-label poisoning is easily defended against by

simply screening the training data beforehand and looking for mismatches, or even having a

CLIP-classifier of one’s own to label the images. Further testing should be done with more

complex, harder to defend against poisoning methods to test the efficacy of using LoRA in

these novel contexts. A candidate for this would be Nightshade, a study that this project has

drawn much inspiration from. Nightshade has been shown to be effective in regular training
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environemnts, it would be valuable to test how Nightshade interacts when used with fine-tuning

and more specifically with PEFT methods such as LoRA.

Further testing involving hyperparameters

We have decided to fix the hyperparameters when training the LoRAs for our experiment as our

focus was on testing the plausibility of poisoning using LoRA as well as the number of samples

that were required for poisoning. However, with some preliminary testing, we have found that

adjusting some hyperparameters have large effects on the training process as a whole, as well

as the effects of poisoning.

In particular, we notice that the network dimension as well as the network alpha parameter

(network_dim and network_alpha in the source code) plays a large role in the efficacy of the

poison. It also majorly affects the filesize of the LoRA module produced after training. A

module trained at a network dimension and network alpha value of 128 had a file size of 151

MB while a module trained at a network dimension and network alpha of 32 was only 38

MB. Through our testing, we hypothesize that setting this hyperparameter lower allows the

model to deviate from the injected LoRA samples, while a higher value of makes the model

more strictly adhere to the provided samples. Similar informal studies have come to the same

conclusion [39]. Thus, we hypothesize that higher values of this hyperparameter will lead to

stronger poison, as the model will be forced to associate with the LoRA material more strongly

than existing knowledge of the same concept. Of course, this is a mere hypothesis and requires

further investigation, which we urge future works to do.

Defense and detection against LoRA poisoning

LoRA as an adversarial attack is a novel concept with little work done so far. LoRA module

themselves are black-box by nature and the training data used to train a given module can be

kept private if the author decides to do so. This gives rise the question, how do we know if a

LoRA module is poisoned or not? Unknowing users may fall victim to malicious LoRA modules

that are disguised as clean ones. Due to this risk, we believe work should be done on methods

to detect if a LoRA module is being poisoned, or to defend and remove poison from concepts.

Extension to other PEFT methods

We have chosen LoRA as the PEFT method to test in our experiment, but this is far from

the only method that exists for efficient fine-tuning of deep learning models. Attempting to
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poison training data for other PEFT methods may yield different, and unique results from the

findings in our study. Furthermore there also exists other variants of LoRA which may also

yield different interactions with poisoned data, such as those mentioned in section 2.2.1.
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Chapter 6

Legal, Social, Ethical and

Professional Issues

Data poisoning is a process that can be used to sabotage machine learning models that are to

be used for well-meaning purposes. Thus, it is of course possible that the techniques that are

presented in this project are to be used by malicious actors to produce and distribute malware

that will affect innocent users. This section will outline the possible applications of LoRA

poisoning and ways that it can be misused and the ethical and societal issues that come with

it.

6.1 LoRA modules as malware

As seen in the results presented in section 5.1, LoRA poisoning is highly effective in significantly

reducing the performance of a given model, if a victim were to unknowingly apply the malware

LoRA module to their model. We believe that the most worrying factor about LoRA poisoning

is its accessibility, as shown in section 4, all the tools that were used for the attacks performed

in this experiment are available to the public free of charge. This leads to a greatly increased

likelihood of it being used for unethical purposes. Furthermore, even the computation power

used for training the LoRA are provided by Google Colab or similar services remotely [4], not

even requiring the potential attacker to own hardware capable of training LoRAs.
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Effects on commercial-scale diffusion models

Despite what is mentioned above, we predict that LoRA poisoning will not have a large impact

on commercial-scale diffusion models. This is due to the fact the LoRA is not used by large-

scale models. Rather, it was developed as a way to customize a larger scale model to tailor

it to a more niche set of requirements. Furthermore, it is unlikely that developers of large-

scale models will be using LoRA modules obtained from external means. LoRA modules are

relatively computationally cheap to train, thus it is likely that even if LoRA were to be used

in the fine-tuning of a large scale model by an organization, it would all be done in-house.

This is in contrast to other poisoning methods such as Nightshade [57], which is being used

by artists as a form of copyright protection, defending against usage of their artwork in training

diffusion models without permission.

Effects on independent creators

We believe that those who would be most affected by LoRA poisoning are independent creators,

looking to customize a diffusion model for their purposes. As mentioned in section 2.2.1, LoRA

modules are openly distributed on public forums, independent artists may access and download

these modules to apply to their own models. These modules are black-box by nature and may

contain poisoned data, which will cause unexpected behaviour from the model it is applied to.

Although this was not tested in our experiments, we believe it is also possible that a LoRA may

contain both legitimate data and poisoned data, in the case that this is possible, the legitimate

data can be used to disguise the poisoned data, making it more likely for users to download

the module.

With the advent of LoRA and data poisoning, we urge users to check that they are down-

loading LoRA weights from trusted sources, and that they contain desired information. This

will prevent unexpected and possibly offensive behaviour from models when they are applied.

We also urge future works to study how poison can be detected within LoRA modules, and

public forums such as Civitai [1] to screen uploaded modules to ensure safety for all users on

their website.

6.2 Censorship

Up until now we have mainly considered LoRA as a malicious act which will affect users without

their knowledge. However, we will also consider the possibility that LoRA poisoning may be
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used intentionally to steer model generations away from unwanted topics. In other words, if we

use the LoRA to target concept α, and cause it to generate images of concept β instead. If the

poison is effective enough, we effectively prevent models from generating concept α, censoring

the target concept.

This usage of LoRA may be used by model distributors that do not want their models to

be used for certain purposes. Of course, this is a double-edged sword, as this can perhaps be

used for censorship of political subjects or other sentitive subject matters causing a conflict of

interest and compromising freedom of creation. On the other hand, this may also be a useful

method for model distributors to prevent models from being used to generate crude, offensive,

or NSFW (sexually explicit content) content at a low cost with high efficacy.

6.3 Environmental impacts

As with every computational process that requires a large amount of resources, we must consider

the environmental impact and carbon footprint of training LoRA modules. However, although

we believe that this is an important consideration to make, this is an issue of lesser significance.

This is because LoRA, unlike other training methods, is a PEFT method, aimed to reduce

the computational power as much as possible. Thus, the resources used by LoRA training are

magnitudes lower than traditional machine learning training.

40



Chapter 7

Conclusion

We conclude this report by reflecting on our problem statements defined in section 3.1. In this

project, we have proved LoRA to be a plausible tool to attack diffusion models and presented the

process of creating the LoRA modules used in the attacks. We also provided the methodology

behind evaluating these models. From our results, both quantitatively and visually, we have

proven beyond a reasonable doubt that when injected with a malicious LoRA module, the

performances of diffusion models can significantly decrease and they can produce incorrect or

incoherent images. This was successful in answering our first problem statement, asking whether

LoRA was a plausible method of attack against a diffusion model. The effects of poisoning were

found to be inconsistent and unpredictable, but this is expected due to the random nature of

generative diffusion models. We have found that any number in the range between 5 and 25

poison samples are sufficient to cause a noticeable degradation in performance of the models,

a remarkably low number of samples. However, we failed to find the lowest number of images

required to achieve such an effect. Thus, due to no conclusive limit being found, we were only

partially successful in answering our second question. Furthermore, we have also proved that

the effects of LoRA are far-reaching, extending past merely the chosen poisoned concept. This

partially answers our third and final question, asking how prompts similar to the poisoned

concept will be affected. This question was only partially answered as we failed to quantify the

relationships between concept adjacency and model performance.

We believe that LoRA modules can be used for malicious purposes, and the accessibility of

the tools required for the creation of such a malware is incredibly high. Thus, we urge users to

be wary and make sure that they download and only LoRA modules from reputable sources.

However, this technique may prove useful for niche purposes, such as for model distributors
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to keep their users safe from the generation of offensive, or crude images. Overall, we believe

further work should be done investigating data poisoning in fine-tuning, as the impacts of

data poisoning will only increase further as deep learning models become more available and

accessible to independent users. We think our work can be used as a starting point in further

works concerning LoRA and other fine-tuning methods as a form of adversarial attack.
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